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Company Backgrounds
Executive Compumetrics, Inc. Richard Cascarino & Associates

Executive Compumetrics, Inc. (ECI), 

based in Illinois, has been serving the 

industry for more than 20 years.  During 

that time, ECI has provided consulting 

services to a wide variety of IT users, 

including financial institutions, a major 

securities exchange organization, life and 

health insurance companies, property/ 

casualty insurance companies, power 

utilities, a ñbig sixò public accounting 

firm, light and heavy manufacturing 

companies, food processing and 

distribution companies, and major 

telephone utilities.

Richard Cascarino & Associates has, for 

the last 20 years, been providing Internal 

Audit, Fraud Audit, IS Audit Consultancy, 

Risk Management and Corporate 

Governance consultancy as well as 

Professional Development services to 

clients throughout the United States of 

America, the African region,Europe and 

the Middle East. These include some of 

the largest corporations, government 

departments, auditors general, professional 

bodies and financial institutions in their 

respective countries.
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Company Backgrounds (cont.)
Executive Compumetrics, Inc. Richard Cascarino & Associates

The Firm has specialized in ̍

ÅOrganizational Resilience Reviews

ÅRisk Assessment

ÅPhysical/Logical Security Assessments

ÅBusiness Continuity & Disaster

Recovery Planning Audits, Testing, & 

Automation

ÅThird Party Internal Audit and 

Compliance Management Services

ÅSarbanes-Oxley Compliance Audit 

Readiness Services

ÅModel Audit Rule Compliance Audit 

Readiness Services

ÅSAS-70 Services

ÅApplication Control and ERP Reviews

ÅIT and business process re-engineering

ÅCost reduction analysis

Richard Cascarino & Associates strives to 

serve its customers by providing high 

grade, international consulting services in 

the fields of:

ÅEnterprise Resilience

ÅEnterprise Risk Management

ÅRisk Management 

ÅCorporate Governance 

ÅInternal Audit 

ÅInternal Audit Training 

ÅIS Audit 

ÅIS Audit Training 

ÅForensic Audit and Fraud Audit 

ÅForensic Audit Training 

ÅFraud Audit Training 

ÅStrategic use of IT 

ÅAudit Committee effectiveness 
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The Webinar will Cover:

ÅThe seven strategic risk classes 

ÅDisintegration of Business Processes 

ÅEstablishing areas of corporate vulnerability 

ÅDriving business value through the supply 

chain 

ÅIntegrating people, processes, and data 

ÅRe-engineering the Internal Audit Approach 
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What is Resilience?

ÅResilience is the ability of an 

organization to provide and sustain 

an acceptable level of service in the 

face of various major faults and 

challenges to normal business 

operation
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Whatôs at Risk?

ÅTrust

ÅReputation; brand

ÅShareholder/stakeholder value

ÅMarket confidence, share, capitalization

ÅRegulatory compliance; fines, jail time

ÅCustomer retention, growth

ÅCustomer and partner identity, privacy

ÅAbility to offer, fulfill business transactions

ÅStaff morale
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Varying Views of Risk

Å Engineering: (Probability of an accident) x (loss per accident)

Å Military : (Capability of enemy) x (Enemy intent)

Å Finance: Unexpected variability or volatility of returns (positive or 

negative)

Å Statistics: Probability of some event which is seen as undesirable

Å But what about:

Å Technological Discontinuities

Å No active risk management plan

ÅRegulatory Upheavals and Significant Compliance Deficiencies

ÅGeopolitical Shocks, labor strikes, and unanticipated economic downturns

Å Abrupt shifts in consumer tastes 

Å Non-traditional competitors, cartels, regional monopolies

Å Disruption of essential services

ÅUnauthorized disclosure of Intellectual Property

ÅCorporate lawsuits in federal civil court, demanding forensic discovery
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Normal Classifications of Strategic Risk

ÅIndustry

ÅTechnology

ÅBrand

ÅCompetitor

ÅCustomer

ÅInvestments: Projects; Acquisitions; R&D

ÅStagnation
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Why not just ñSurvival of the Fittestò?

ÅOK unless you are a dinosaur

ÅNatural selection not always an effective 

approach to developing organizational 

capability

ÅCost of organizational failure is high

Åin human terms

Åin lost confidence
ÅBut how do we ensure renewal and adaptation?
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Traits of Enterprise Resilience

ÅUse a wide array of information

ÅGenerate a portfolio of strategic options

ÅRemain aware of industry breakpoints

ÅDevelop effective governance & risk processes

ÅSeparate corporate and business strategy

ÅAlign with multiple environments

ÅDevelop a strong business purpose & values

ÅManage the business as a portfolio ïone size does 

NOT fit all
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Barriers to Enterprise Resilience

ÅSeen as abstract and concerned with low probability 

hypothetical events

ÅRequires an holistic, enterprise-wide problem; not just 

technical

ÅNo widely accepted measures/indicators/metrics

ÅFocus on disaster-preventing rather than payoff-producing 

(like insurance)

ÅInstalling security safeguards can have negative aspects 

(added cost, diminished performance, inconvenience) and be 

ineffective against actual risks

ÅInadequate or lack of reserve funds set aside to deal with one 

or more significantly impacting concurrent/cascading events
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What is a Resilient Enterprise?

ÅA Resilient Enterprise Is Able To. . .

Åwithstand systemic discontinuities and adapt to new 

risk environments [Starr]

Åbe sensing, agile, networked, prepared [Starr]

Ådynamically reinvent business models and strategies 

as circumstances change [Hamel]

ÅHave the capacity to change before the case for 

change becomes desperately obvious [Hamel]

Starr, Randy; Newfrock, Jim; Delurey, Michael. ñEnterprise Resilience: Managing Risk in the Networked Economy.ò 

strategy+business, Spring 2003. Also appears in ñEnterprise Resilience: Risk and Security in the Networked World: A 

strategy+business Reader.ò Randall Rothenberg, ed.

Hamel, Gary; Valikangas, Lisa. ñThe Quest for Resilience,ò Harvard Business Review, September 2003
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Developing a Resilience Strategy

ÅOverall Aim: To improve the enterprise resilience by 

building the capabilities needed to absorb, respond to 

and recover from disruptive challenges

ÅEffective short term horizon scanning and medium 

term risk assessment at international, national, 

regional and local levels

ÅReadiness to respond to disruptive challenges and 

provision of an effective and coordinated crisis 

management response
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Developing a Resilience Strategy

ÅAssessment of any required generic capability of 

emergency services and other category 1 responders to 

deal with the full range of localized emergencies

ÅSpecific plans for those risks, judged by the enterprise, 

to have significant or catastrophic impacts upon it

ÅEnhanced business continuity management to maintain 

provision of services or recovery as quickly as possible

ÅCommunity resilience encompassing local organizations 

as well as communities, families and individuals.
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An Effective Approach

ÅSets the board risk agenda, and heightens awareness and 

transparency around material risks and efforts to manage them

Å Enhances business discipline and internal controls

ÅEnsures informed decision-making to strengthen strategic response 

plans and overcome potential obstacles to meeting corporate 

performance objectives

Å Aligns risk management activity with board and management risk 

agendas and reconciles risk management priorities with strategic 

imperatives

Å Improves effectiveness of risk control investments

ÅProvides ample reserve funds set aside to support the response/ 

recovery plan execution
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An Effective Approach

ÅEstablishes a culture that embodies a common vision 

and taxonomy for managing and thinking about risk

ÅProtects directors and officers against charges of 

lack of good faith or due diligence and preserves for 

directors and officers the benefit of the ñbusiness 

judgmentò rule

ÅImproves corporate performance and supports 

shareholder value and builds stakeholder trust (e.g., 

investors, strategic partners)
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