


Executive Compumetrics, Inc.

Executive Compumetrics, Inc. (ECI),
based in Illinois, has been serving the
industry for more than 20 years. During
that time, ECI has provided consulting
services to a wide variety of IT users,
including financial institutions, a major
securities exchange organization, life and
health insurance companies, property/
casualty insurance companies, power
utilities, a “big six” public accounting
firm, light and heavy manufacturing
companies, food processing and
distribution companies, and major
telephone utilities.

Company Backgrounds

Richard Cascarino & Associates

Richard Cascarino & Associates has, for
the last 20 years, been providing Internal
Audit, Fraud Audit, IS Audit Consultancy,
Risk Management and Corporate
Governance consultancy as well as
Professional Development services to
clients throughout the United States of
America, the African region, Europe and
the Middle East. These include some of
the largest corporations, government
departments, auditors general, professional
bodies and financial institutions in their
respective countries.
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Company Backgrounds (cont.)

Executive Compumetrics, Inc. Richard Cascarino & Associates
" The Firm has specialized in — Richard Cascarino & Associates strives to
serve its customers by providing high
 Organizational Resilience Reviews grade, international consulting services in
* Risk Assessment the fields of:
» Physical/Logical Security Assessments Enterprise Resilience
» Business Continuity & Disaster - Enterprise Risk Management

Recovery Planning Audits, Testing, & . Rijsk Management

Automation  Corporate Governance
 Third Party Internal Audit and « Internal Audit
Compliance Management Services « Internal Audit Training
 Sarbanes-Oxley Compliance Audit e IS Audit
Readiness Services « IS Audit Training
» Model Audit Rule Compliance Audit « Forensic Audit and Fraud Audit
Readiness Services « Forensic Audit Training
« SAS-70 Services * Fraud Audit Training

» Application Control and ERP Reviews Strategic use of IT

I'T and business process re-engineering . aAydit Committee effectiveness
Cost reduction analysis
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» The seven strategic
- Disintegration of Bu rocesses

IShing areas of corporate vulnerabilit
Iness value through the supplh'

chain
» Integrating people, pPrEEESSES, and data

®)

Re-engineennginednemaliAudit Approach
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» Resilience Is t
organization to ,
an.acceptable level of service In the

ﬁﬁarious major faults and "
challenges to normal business

operation
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* Trust
 Reputation; brand
o Shareholder/stakeholde

. retention, growth
. Customer and partner identity, prrvacy
Abrlrtyto offer, fulfillousiness, transactions
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Regulatory Upheavals and Significant Compliance Deficiencies
» Geopolitical Shocks, labor strikes, and unanticipated economic downturns
Abrupt shifts in consumer tastes

LISTURTONIOTESSEN A SEIVIGES
UNaUtnoriZed dIsClGSUTENaT e ECLUEI IEIOPETTY
Corporate fawsuitstinife Ivil court, demanding forensic discovery
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* Industry
» Technology
> Brand

e

» Investments: Projects; Acguisitions; R&D
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» OK unless you

» Natural selection 1:

approeachito develo
ity

st of organizational failure is high"

* IN human terms

aur

an effective
g organizational

and adaptation?
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multlple environments "

. Develop a strong busIness purpose & values
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hypothetical events
 Requires an holistic, enterpr
technlcal

“"

. Inadaqua!. or | el o reserye tun.l setaside to deal with one
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| '
ave the capacity to change before the case for
change becomes desperately obvious [Hamel]

%
.’lr.nﬂ,}fmd.sm  Spring. 3003 ATse JIJ,L, s in “Ente 1,,n Resilience: Risk .md security in the Networked World: A

SUTALCZY T OUSINESS: 1’ Cadaer 1’.,m.,i.1[] ROHIEHOCTE,
' Hamel, (sary;Valikangas, Jdasd sl e Restlience,” H 1’ Business Review, September 2003

Cascarino & Associates with Executive Compumetrics, Inc. (ECI)




building the capabilities ReeaeaNe absorh, respond to
and recover from disruptiveichalienge

o Effective short term herizon scanning and medium
Isk assessment at international, national,
ind local levels ‘
eadiness to respond to disruptive challenges and
provision of an effective and cogrdinated crisis
management re
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Specific plans for thoese risks, judged by the enterprise,
ignificant or: catastrophic impacts upon it
usiness continuity management to maintain "

provision of services or recovery as quickly: as possible

- Community resilienceencempassing local organizations
as\welliasicommumbiespanmilies and individuals.

.
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, 0 strengthen strategic response
QVEercome potentlal obstacles to meeting corporate
CE ODJECHIVES

man'agement activity with board and management risk
agendas and reconciles risk management priorities with strategic
Imperatives

JIERICATILTOIIVESLM
Rrovides ampleveseVeNtunusISERasIteto support the response/
~ [ECOVETYAIIaMNEXECUTIC
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.
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Culture & Commu
« Structure

» Flexibility

. Knowyourc c'

J [0, respond to
.J_J.J LITIESH (
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A v0|ds the risk of being advised by those that have a vested interest in
the status quo
» Avoids “Locally Rational’ degisi
Portfolio of;Strategic QpfiGns
IIgNLERCONPOTalE gOVETITaNGE
e IO OCUSANEN TS
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by

Indirect g[-

Goods

n Matching
& Rules

i B

: Requisition Review / Create & Receive & Pa)—/ Suppli
Engineered .
Goods Approve Route PO Reconcile

s

Direct - : © Accrue / Relieve
Materials ,
| Tax Encumbrance

Online Catalo
Contracts
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themselves

. Noe:Single Point of Failure
wiltiple suppliers identhﬂ"

» Have signed contracts In place

scarino & Associates with Executive Compumetrics, Inc. (ECI)



Obtain & assess adequacy of SAS-70 reports of outsourcing firms
* Ensure that the organization’s 1nvent0ry of available mternal
resources and vendor suppll maintained

RE-EXaMIMELNE ads:-t ey of sﬁl:.tmg INsuUrance coverage
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Reinventing Internal Audit

 "We trained hard, b
time we were be
teams, we would b ed. | was to

learn/later.in'life thattwe tend to meet any

ation by reorganizing, and a

ethod it can be for creatingﬁ‘
Ilusion of progress while producing
confusion, inefficie andidemoralization®

eemed that every
m up into

PETTONTUSIATOILETSNOG
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How the Auditor can Hinder

Insist on the old wa
Focus on proced

N objectives
Make Effectiveness priority

| straightjacket'controls
m way "

carino & Associates with Executive Compumetrics, Inc. (ECI)




First, develop
enterprise risk m

;arching
| IS —

rrehensive and consistent with
ussion and values of the
- organization, and

- Widely acceptediwithini the
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ountable advocate at the execu

, With broad corporate acceptance of th
of Resilience at the BOD level in protecting
enterprise interes

e role"
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Where do we start?

s Seek evidence of Resili
and partners

itical suppliers

an element of contracts
eriodically evaluate

-

« Make Restlience Revi
Services an
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N In place to protect the high va
Known risks/threats '

» Develop the means to audit the risk
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organizational cha ‘u? IS communicated to

affipotentially affected by the changes.
Stlience becomes part of the ‘

corporate culture and corporate goals
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> 1
o

efficiency. and PEro;

ensure a robust program and to
ﬁyhat corporate competiti@‘

~strategies do not undermine

overall Entﬁ@ Illience
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prehensive Audit
Plan, but ratherfasstarting point

. ther information — see
[Iwaww.cert.org/resilience/ ﬂ‘
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BC plan.
fermine the guality of:BC plan oversight and support

/.the board of directors and senior "

ent.
« Determine whether an adequate BIA and risk assessment

Kimanagement over the
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s) Include(s) appropriate
testing to ensure the BUSINESSNINOCESS(es) will be
maintained, resumed; and/Grrecovered as intended.

 Determine whether the If¥environment has a properly

mented BC plan that complements the enterprise-
ther departmental BC plans. ‘

e whether the BC plan(s) include(s) appropriate

hardware backup and recovery.

» Determine whether the BC pracess includes appropriate
atiQMSEIWareoackup and recovery.
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will work as intended.
« Determine whether the an(s) include(s) appropriate

~ OuUTsourcec activities.
 Discuss corrective action and communicate findings.
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Role of Internal Audit mus nge to reflect
the new '
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Conduct a situation assessment of progress and gaps
identified & weighted. ldentify/aareas of project high risk.

« Review/assess and modify/enance/refocus the current
Internal Audit program/pr d'project plan, directing
committee, team organization, and resource requirements to

Ise Resllience

A ponse/action plan, as needed, to prioritizw'
coordinate each functional phase with suitable resources,

milestones, and deliverables
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»  Provide remediation QualityAsstrance & Oversight
support to ensure all controligapsiareiadequately fixed

» Provide independent testing afi
Initerms ofi—

Effectiveness of:[Design

Effectiveness of Operation | ‘
» Provide Project Management and technical assistance for
Enterprise Resilience Auditing Ss design,
development, & |

odifications/changes made




e can help your organization to maintain
that Internal Audit appropriately addresses

Please feel free to contact us at:
Richard Cascarino & Associates

OB 0X (9924

SLEAMOOESPIINGS:

WWW.rcascarino.com
info@rcascarino.com

Its competitive advantage by ensuring
neEnterprise Restlience approach

EXxecutive Compumetrics, Inc

P. O. Box 95

Tinley Park, IL 60477
(708) 633-1190

www. ExeComplinc.com



http://www.rcascarino.com/
http://www.execompinc.com/
mailto:info@rcascarino.com?subject=Enterprise Resilience Auditing
mailto:steve@ExeCompInc.com

